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3apeructpupoaHo B MuHtocte Poccum 14 mast 2013 r. N 28375

®ENEPAJIbHAA CNYXBA MO TEXHUYECKOMY U 3KCMNOPTHOMY KOHTPOIJIO

NMPUKA3
ot 18 cheBpansa 2013 r. N 21

OB YTBEPXXOEHWN COCTABA U COOEPXAHUA
OPrAHU3ALMUOHHbBLIX N TEXHUYECKUX MEP NO OBECIMEYEHUIO
BE30MACHOCTU NEPCOHANbHbIX AAHHBLIX NMPU NX OBPABOTKE
B NH®OPMALIMOHHBIX CAICTEMAX NEPCOHAIIbHbIX OAHHbIX

B cooTtBeTcTBUMM C 4vacTbio 4 ctatbhn 19 denepanbHoro 3akoHa oT 27 wmong 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHogaTenscTBa Poccuiickon ®eagepaunn, 2006, N 31, ct. 3451; 2009,
N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, cT1. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; 2011, N 23, cT.
3263; N 31, c1. 4701) u MNMonoxeHnem o ®PefeparnbHONM Criy)kbe No TEXHUYECKOMY U SKCMOPTHOMY KOHTPOJIIO,
yTBEpXAeHHbIM Ykasom [peangeHta Poccuiickon ®epepauum ot 16 aBrycta 2004 r. N 1085 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®epepauun, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921;
N 47, ct. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepauTb npunaraemblie OPraHu3auUmMoHHbIX U  TEXHUYECKUX Mep Mo
obecnedveHnto 6e30NacHOCTU MepCcoHanbHbIX AaHHbIX Npu UX obpaboTke B WMHEMOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX.

2. MpuaHatb yTpatmBwmM cuny npukad ®CTIK Poccun ot 5 peBpana 2010r. N 58 "O6 yTBepxaeHuu
MonoxeHnss 0 meTogax U crnocobax 3awuTbl MHOpMauuM B UHEPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX
OaHHbIX" (3apermuctpupoBaH MuHioctom Poccum 19 dpespans 2010 r., permctpaumnoHHbii N 16456).

OvpekTop

®epepanbHon cnyx0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOSO

B.CEJIVH

YTBEPXKOEHDI
npukasom GCTIK Poccun
ot 18 dpespansa 2013 r. N 21

COCTAB U COOEPXXAHUE
OPTAHU3ALUMNOHHbIX U TEXHUWYECKUX MEP MO OBECMNEYEHUIO
BE3O0MNACHOCTHU NEPCOHAJIbHbIX OAHHbLIX MPU NX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJbHbIX OAHHbIX

|. O6bwue nonoxeHus

1. HacTosawmin gokymeHT pa3paboTaH B COOTBETCTBUM C YacTbio 4 cTaTbn 19 depepanbHOro 3akoHa ot 27
nionsa 2006 r. N 152-03 "O nepcoHanbHbix gaHHbIX" (CobpaHue 3akoHopaTtenbcTBa Poccuiickon depepauuu,
2006, N 31, c1. 3451; 2009, N 48, c1. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, ct1. 4173, ct. 4196; N
49, ct. 6409; 2011, N 23, cT. 3263; N 31, cT. 4701) 1 ycTaHaBnMBaeT COCTaB U cofepKaHne OopraHU3aunoHHbIX
N TexHu4eckux mep no obecnevyeHnto 0Oe30MacHOCTU MepCcoHanbHbIX AaHHbIX Npu KX oOpaboTke B
MHOPMALIMOHHBIX CUCTEMAaxX MEepCoHanbHbIX [AaHHbIX (danee - Mepbl No obecrnevyeHuto OesonacHOCTU
nepcoHanbHbIX AaHHbIX) ANS KaXA0ro U3 ypoBHEW 3aLUMLLEHHOCTU NepCoHanbHbIX AaHHbIX, YCTAHOBMEHHbLIX B
TpeboBaHMsAX K 3awWwmute nepcoHanbHbIX AaHHbIX Npyv ux obpaboTke B MHAPOPMALMOHHBLIX CUCTEMAaXx
nepcoHanbHbIX AaHHbIX, YTBEPXOEHHbIX noctaHoBreHuem [lpaButenbctBa Poccunckon ®epepauumn ot 1
Hos16ps 2012 1. N 1119 (CobpaHune 3akoHogaTtenbcTBa Poccuiickon ®eapepauun, 2012, N 45, cT. 6257).

Mepbl no obecneyeHuto 6e30MacHOCTU MNEpPCOHanbHbIX AaHHbIX MNPUHMMAKOTCA ANA  3alnThbl
nepcoHanbHbIX AaHHbIX OT HEMPaBOMEPHOrO UMM CIly4aWHOro AOCTyna K HUM, YHUYTOXEHMUS, W3MEHEHMs,
BrOKMpPOBaHUSA, KOMMPOBaHUA, NPEAOCTaBNEHNS, PACNIPOCTPAHEHNSI NEPCOHANbHBLIX AAHHbIX, 8 TakKe OT WHbIX
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HenpaBOMEPHbIX JENCTBUA B OTHOLLEHUWN NePCOHanbHbIX AaHHbIX.

B HacTosiLeM OKYMEHTE He paccmaTtpuBaloTca Bonpockl obecnedeHnss 6e30MacHOCTU MepCcoHarnbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM MOPsSiAKE K CBEAEHWSIM, COCTaBMSIOWMM FOCYAapCTBEHHYIO TalHy, a
Takke Mepbl, CBSiI3aHHble C MNPUMEHEeHWeM LMdpoBanbHbIX (Kpuntorpaduyecknux) cpeacts  3awmTbl
NHopmauum.

2. besonacHoCTb NepcoHanbHbIX AaHHbLIX NPpKU nx 06paboTke B MHPOPMAaLIMOHHON CUCTEME NEPCOHabHbIX
OaHHbIX (ganee - wMHPOPMaUMOHHas cuctema) obecnevvMBaeT onepaTtop WM NULO, OCYLLECTBAsOLEE
006paboTKy MepcoHanbHbIX [AHHBIX MO MOPYYEHUIO ornepaTtopa B COOTBETCTBUM C 3aKOHOOATENbCTBOM
Poccuiickon ®egepaumn.

[nsa BeInoNHeHns1 paboT no obecnevyeHnto 6€30MacHOCTN NepCcoHarnbHbIX OaHHbIX Npyu MX obpaboTke B
WH(OPMALIMOHHOM CUCTEME B COOTBETCTBMM C 3akoHogaTenoCcTBOM Poccunckon ®degepaumm  MoryT
npuBnekaTbCad Ha [JOrOBOPHOW OCHOBE topyanyeckoe nuuo unM WHAMBUAYaANbHbIN  NpeanpuHMMaTens,
UMeroLLne NUUEH3NI0 Ha OeATENbHOCTb N0 TEXHUYECKON 3aLumTe KoHduaeHUMansHom nHopmauuu.

3. Mepbl no obecneyeHntio Ge30NacHOCTM NEpPCOHANbHbLIX OAHHbLIX Peanu3ylTcsa B pamMKax CUCTEMBI
3alUMTbI MEPCOHarnbHbIX AaHHbIX, CO34aBaeMON B COOTBETCTBUM C TpeboBaHMAMU K 3alumMTe MNepcoHarnbHbIX
OaHHbIX Mpu nx 06paboTke B WMHMOPMALMOHHBIX CUCTEMAX MEePCOHaNbHbIX AAaHHbIX, YTBEPXKOEHHbLIMU
noctaHosrneHnem lNpasutensctea Poccunckon ®Pegepaummn ot 1 Hosbps 2012 r. N 1119, n gomkHbl ObITb
HanpaeBneHbl Ha HeNTpanu3auuo akTyanbHbIX Yrpo3 6e30MacHOCTM NepcoHarbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6e30NacCHOCTM MEPCOHANbHbIX [aHHbIX peanua3ylTca B TOM  4uche
NnocpeacTBOM MPUMEHEHUA B MHAOPMALMOHHONW CUCTEME CPEACTB 3almTbl MHAOPMAaLMKU, Mpowenwmx B
YyCTaHOBMNEHHOM MopsiAKe npoueaypy OLEHKM COOTBETCTBMS, B Cryyasdx, Korga MpUMEHeHue Takux cpecTs
HeobXx0aMMO A58 HEMTpanM3auun akTyanbHbIX Yrpo3 6e30MacHOCTU NepCoHanbHbIX AaHHbIX.

KoHcynbTaHTlNtoC: npyMmeyaHue.
HymepaLuus nyHKTOB AaHa B COOTBETCTBMM C OhrLManbHbIM TEKCTOM JAOKYMEHTA.

6. OueHka ahhEKTMBHOCTIN peann3oBaHHbIX B paMKax CUCTEMbI 3aLLMTbl MEPCOHANbHbIX AAHHBIX Mep Mo
obecnedveHntio 6e30NacHOCTU NEpPCOHanbHbIX [aHHbIX MPOBOAMTCS OMNEepaTtopoM CaMOCTOATENbHO WU C
npuBneyYeHnem Ha JOroBOPHON OCHOBE HPUAUYECKUX NUL, U MHOMBUAYaNbHLIX NpeanpuHuMaTtenen, UMerLmnx
NMLEH3NI0 Ha OCYLUECTBIEHNE AEATENbHOCTM MO TEXHWYECKOW 3almuTe KOHMaeHUManbHOW MHopmaumn.
YKa3aHHas oLeHKa NpOBOANTCS HE pexe OOHOro pasa B 3 roaa.

7. Mepbl no obecneyeHnto 6e30MacHOCTM NEPCOHAbHbBIX AAaHHbLIX NpU X 06paboTke B rocyqapCTBEHHbIX
WH(POPMALIMOHHBIX CUCTEMAX MPUHUMAKOTCA B COOTBETCTBUM C TpeboBaHMaMW O 3awmTte MHopmauuu,
cofepxallenca B rocygapcTBEHHbIX MH(OPMaUMOHHLIX cucTemax, yctaHasnusaembivu ®CTOK Poccun B
npegenax cBoMx NOSIHOMOYMI B COOTBETCTBUM C YacTbto 5 ctaTbn 16 PeagepanbHoro 3akoHa ot 27 nona 2006
r. N 149-®3 "O6 wuHdopmaummn, NHPHOPMALMOHHBLIX TEXHOMOrNsX U o 3awute uHdopmauyun" (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®epepauun, 2006, N 31, cT. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT. 2038;
N 30, c1. 4600; 2012, N 31, cT. 4328).

Il. CoctaB n cogepxaHune mep no obecneyeHnto 6esonacHoOCTH
nepcoHarbHbIX AaHHbIX

8. B coctaB mMep no obecneyeHnto 6e30MacHOCTM MepCcoHarnbHbIX AAHHbIX, peanM3yeMblX B pamkax
CMCTEMbI 3aLUMTbI NEPCOHAarnbHbIX AaHHBIX C Y4ETOM aKkTyarnbHbIX Yrpo3 6e30nacHOCTU NePCOHanbHbIX AaHHbIX U1
NPUMEHAEMbIX UHPOPMALIMOHHbBIX TEXHOMNOIMIN, BXOAAT:

nageHTudrkaums n ayteHTudmkaumsa cydbekToB JOCTyna u o6bekToB AOCTYNa;

ynpasneHue JOCTYNoM CyObeKkToB 4oCTyna k o6bekTam JOCTyna;

orpaHuyeHne NporpaMMHON cpeabl;

3awmTa MalWMHHBIX HocuTenenW wHgOopMauMn, Ha KOTOpbIX XpaHaTcs u  (unn) obpabaTbiBaioTcs
nepcoHanbHble AaHHble (4anee - MalWHHbIE HOCUTENW NePCOHarnbHbIX AaHHbIX);

pernctpauunsa cobbiTuii 6e3onacHoCTy;

aHTVBUPYCHas 3awunTa;

o6HapyXeHue (NpeaoTBpaLleHME) BTOPXKEHNI;

KOHTPOIb (aHanu3) 3alMLLeHHOCTN NePCOoHanbHbIX AaHHbIX;

obecneyeHne LenoCcTHOCTN MHPOPMAaLMOHHON CUCTEMBI U NEPCOHaNbHbLIX AaHHbIX;

obecneveHne JOCTYNHOCTN NEPCOHANbHbIX AaHHbIX;

3awmTa cpedbl BUpTyanusaumu;

3alumMTa TEXHUYECKUX CPeacTB;

3awmTa MHPOPMaLMOHHON CUCTEMBI, ee CPEACTB, CUCTEM CBA3WN U Nepefaydn AaHHbIX;
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BbISIBIIEHNE MHUMOEHTOB (OOHOr0 COOLITUA UNK Pynnbl COObLITUIA), KOTOPbLIE MOTYT NPUBECTU K COOAM 1IN
HapyLleHWo PYHKLMOHMPOBaHUSA MHPOPMALIMOHHOM CUCTEMBI U (M) K BO3HMKHOBEHMIO Yrpo3 6e3onacHocTu
nepcoHanbHbIX AaHHbIX (Janee - UHUMAEHTHI), U pearnpoBaHne Ha HUX;

ynpasneHue KoHurypaumen MHHOpMaUnMOHHON CUCTEMbI U CUCTEMBI 3aLLMTbl NEPCOHaNbHbIX AaHHbIX.

CocTtaB 1 cogepxaHune mep no obecneyeHunto 6€30MacHOCTM NEPCOHArNbHbIX AaHHbBIX, HEOOXOOAUMbIX Ans
obecneyveHnss Kaxaoro M3 ypoBHEW 3allMLIEHHOCTU MepCcoHanbHbIX AaHHbIX, NPUBEAEHbI B Eﬁm@ﬁ]x
HaCTOALLEMY JOKYMEHTY.

8.1. Mepsbl no ngeHTnduKaumm n ayteHtudmkaumm cybbeKkToB gocTyna M OOBbEKTOB AOCTyNa LOJIKHbI
obecneunBaTh NpucBoeHWe cybbekTam u obbekTaM AOCTyna YHWKaNbHOrO Mpu3Haka (ugeHtudumkaTopa),
CpaBHEHWE MpeabsaBseMoro cyobektoM (06BbEKTOM) AJocTyna maeHTudukaTopa C NepeyHEM MNPUCBOEHHbIX
NOeHTUMKATOPOB, a TaKkkKe MNPOBEPKY MPUHAZNEXHOCTM CyOBEKTY (0OBLEeKTy) AocTyna npeabsiBIEHHOO UM
naeHTudurkaTopa (nogreepxaeHue noafIMHHOCTK).

8.2. Mepbl No ynpaBneHuio AOCTyNoM Cy6beKToB OCTyNa K 00beKkTam JocTyna AofkHbl obecnevmBaTb
yrnpaBreHne npaBamMmm u NpuBunernaMn cybbekToB OOCTyna, pasrpaHMdeHne AocTyna cyObekTtoB gocTtyna K
obbekTam [ocTyna Ha OCHOBE COBOKYMHOCTU YCTAHOBMEHHbIX B WMH(OPMALMOHHOMW CUCTEME NpaBun
pasrpaHMyeHns JOCTyna, a Takke obecneynBaTb KOHTPOSb 3a COOMOAEHNEM ITUX MpaBuI.

8.3. Mepbl N0 orpaHnyeHno NporpammHoV cpedbl AoMmkHbl obecneuvBaTb YCTAHOBKY M (Mnn) 3amnyck
TONMbKO PaspeLUeHHOro K MCNofb30BaHMO B UHMOPMALMOHHOW CUCTEME MporpammHoro obecnedyeHus wnu
MCKMNoYaTb BO3MOXHOCTb YCTAHOBKM U (MnK) 3anycka 3anpeLieHHoro K UCMnonb3oBaHWio B MHMOPMaLMOHHON
cMcTemMe NporpaMmMHoro obecneveHusl.

8.4. Mepbl N0 3aWmUTe MaLLUMHHbBIX HOCMTENENW MepPCOoHanbHbIX AaHHbIX (cpeactB obpaboTku (XxpaHeHusl)
nepcoHanbHbIX AaHHbIX, CbeMHbIX MalUVHHbIX HOCUTENen nepcoHanbHbIX AaHHbIX) OOJPKHbI UCKMYaTh
BO3MOXHOCTb HECaHKLMOHMPOBAHHOIO AOCTyNa K MaWWHHBIM  HOCUTENSAM M XPaHAWMMCA Ha  HUX
nepcoHanbHbIM JaHHbIM, @ Takke HeCaHKLUWOHUPOBAHHOE WCMONb30BaHME CbEMHbIX MaLUMHHbIX HOCUTEnen
nepcoHanbHbIX AaHHbIX.

8.5. Mepsbl no peructpaumm cobbituin 6esonacHocTn JomkHbl obecrnevmBatb cOOp, 3anvcb, XpaHeHWe U
3aWmnTy MHpopMauum o cobbiTnsax Ge3onacHOCTM B WHMOPMAUMOHHOW CUCTEME, a TakkKe BO3MOXHOCTb
nNpocMoTpa 1 aHannsa nHopmaumm O Taknx cobbITUSIX U pearMpoBaHmNe Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHOWM 3aLumTe OOMKHbI obecnevmBaTb 06HapyxeHne B MHGPOPMaLMOHHON cucteme
KOMMbIOTEPHbIX  MporpamM  nMBO  MHOM  KOMMbIOTEPHOM  WHOpMauun,  npefHasHavyeHHoW  Angd
HECaHKLUMOHMPOBAHHOIO  YHUYTOXEHUS, OnoKMpoBaHMs, MogudumKaumu,  KOMMPOBaHUA  KOMMbIOTEPHON
MHdOPMAaLIMM UNN HEWTPanNM3auun CPeacTB 3almTbl MHpopMauumM, a Takke pearnpoBaHue Ha OOHapyXeHue
3TWX NporpaMm 1 Hdopmauum.

8.7. Mepbl no obGHapyxeHuo (NpenoTBpaLLEeHNI0) BTOPXEHWUA AOMMKHbI obecneunBaTb OOHapyXeHue
OeViCTBUA B UHPOPMALIMOHHOW CUCTEME, HanpaBreHHbIX Ha HECaHKUMOHWPOBAHHbLIM OOCTYN K MHdopMauuu,
crneuuvanbHble BO3OENCTBUS HA WH(OPMAUMOHHYO cuctemMy W (Mnv) nepcoHarnbHble AaHHble B Lienax
00ObIBaHUS, YHUUTOXEHUSI, UCKaXXEHUS] U ONOKMPOBaHWSt [OCTyna K MepcoHarnbHbIM [AaHHbIM, a Takke
pearmpoBaHue Ha 3TN OAENCTBUS.

8.8. Mepbl MO KOHTPOMO (aHanu3y) 3alMLLEHHOCTU MepCcoHarbHbIX OAHHbIX OOIMPKHbI obecneunBaTh
KOHTPOMb YPOBHSA 3aLLMLLEHHOCTU MEePCOHanbHbIX AaHHbIX, obpabaTbiBaeMblXx B WH(OPMAaLMOHHOW cucTeme,
nyTemM NPOBEAEHMS CUCTEMATUYECKMX MEPONPUATUIA NO aHanNn3y 3aLlMLEeHHOCTN NHPOPMAaLIMOHHON CUCTEMBI U
TECTUPOBaHUIO PaboTOCNOCOBHOCTU CUCTEMBI 3aLLUTLI NEPCOHANbHLIX AAHHbIX.

8.9. Mepbl no obecneveHunto LLenocTHOCTN MHADOPMALMOHHON CUCTEMBI M NEPCOHANBbHBIX AAHHBLIX JOJIKHbI
obecneunBaTe OOHapyxeHne (HaKTOB HECAHKLMOHMPOBAHHOIO HapyLUeHWs LEeNoCTHOCTU WHGOPMAaLMOHHON
CUCTEMbl M COAEpXalUXCs B HEW NepcoHamnbHbIX [AaHHbIX, @ Takke BO3MOXHOCTb BOCCTAHOBIIEHMS
WHOPMALIMOHHOW CUCTEMbI U COOEPXKALLUMXCSH B HEW NEePCOHanbHbIX JaHHbIX.

8.10. Mepbl no obecnevyeHnto OOCTYNHOCTM MNEpPCOHaNbHbIX AaHHbIX AOMKHbI  obecneynBaTtb
aBTOpPM30BaHHbIM [OCTYN nonb3oBaTenen, MMmewwmMx npaBa N0 AOCTyNy, K MNepcoHanbHbiM  AaHHbIM,
cofepxawmmca B MHPOPMALMOHHOW CUCTEME, B LUTATHOM pexume YHKUUOHUPOBAHUA WH(OPMaLMOHHON
CUCTEMBI.

8.11. Mepbl no 3awute cpefbl BMpPTyanusauun [OIMKHbI UCKMOYaTh HECAHKUMOHMPOBAHHLIN OOCTYN K
nepcoHanbHbIM AaHHbIM, ObpabaTbiBaeMbIM B BUPTYanbHOW MHPPACTPYKTYpe, N K KOMMOHEHTaM BUPTYyarbHON
WHPaCTPyKTypbl 1 (M) BO3OENCTBME HA HUX, B TOM YMCME K CPEeACTBaM YMpaBreHUs BUPTyanbHOWN
WHPaCTPYKTYpOW, MOHUTOPY BUPTyarbHbIX MalUuH (TMNepBU30pY), CUCTEME XPaHEeHUs [aHHbIX (BKNo4Yas
CUCTEMY XpaHeHMsi 0Opas3oB BMPTyanbHOW WMHAPACTPYKTYpbl), CETU Nepefayn [AaHHbIX Yepe3 SMEMEHTHI
BMPTyanbHOM WnM pr3n4eckon WHPaCTPYKTypbl, FOCTEBLIM OMEPaLMOHHLIM CUCTEMAM, BUPTYaribHbIM
MalmMHaM (KOHTeWHepam), cucTemMe W CETU pennukauuu, TePMUHanbHbIM U BUMPTyanbHbIM YCTPOMCTBaM, a
Takke CMCTEME pe3epBHOMO KOMMPOBaHWUS U CO34aBaeMbIM €10 KOMUSIM.

8.12. Mepbl MO 3aWmUTE TEXHUYECKMX CPEACTB LOIMKHbI UCKIYaTh HECaHKUMOHWPOBAHHBLIA AOCTYN K
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CTAUMOHAPHbIM  TEXHUYECKMM CcpeAacTBaM, oOpabaTtbiBaloWyMM MepcoHanbHble  AaHHble, CPeAcTBaM,
obecneunBaoWmM QYHKLMOHMPOBaAHNE WHGOPMALMOHHON CcUCTEMbI (ganee - cpedctBa obecneyeHus
OYHKLMOHMPOBAHUSA), U B MOMELLEHNS], B KOTOPbIX OHM MOCTOSIHHO PacMoOfIOXKeEHbI, 3aLLNTY TEXHUYECKNX CPEACTB
OT BHELLIHUX BO3AENCTBUI, a TakKe 3allMTy NepCoHanbHbIX aHHbIX, NPeACTaBNEHHbIX B BUAE UHOPMATUBHbIX
ANEKTPUYECKUX CUTHANOB N (PU3NYECKMX MONEMN.

8.13. Mepbl no 3awmte MHPOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3M U nepefadn AaHHbIX
OOMkHbI obecneyvmBaTth 3aLUTy NEPCOHarnbHbIX AaHHbLIX NPY B3anMOAENCTBUM MHCPOPMALMOHHOM CUCTEMBI UK
ee OTOEnNbHbIX CErMeHTOB c WHBIMK NMHOPMALIMOHHBIMM cucteMamm "
MHOPMALMOHHO-TENEKOMMYHUKaLMOHHBIMU ceTamm NnocpeacTBOM NpYMeHeHNs apPXUTEKTYpbI
WMHOPMALMOHHOW CUCTEMbI M MPOEKTHbIX pELleHUNn, HamnpaBneHHbIXx Ha obecneyeHne 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX.

8.14. Mepbl o BbISIBNEHNIO NHLMAEHTOB U pearnpoBaHmio Ha HUX AOMKHbI obecneynBatb OBHapykeHue,
naeHTuukaumio, aHanus NHLUMAEHTOB B MHOPMAaLIMOHHON CUCTEME, a TakKe NPUHATME MEpP MO YCTPaHEHUIO U
npegynpexaeHnio MHUMAEHTOB.

8.15. Mepbl N0 ynpaBneHu KoHdurypaumen WHGPOPMaLMOHHOM CUCTEMbI WU CUCTEMbI  3aLUUThI
nepcoHanbHbIX AaHHbIX AOMKHbI obecnevmBaTth ynpaBneHme U3MeHeHUsiMM KoHUrypauumn MHOOPMaLMOHHON
CUCTEMBI M CUCTEMBI 3aLLMTbl MEPCOHAarbHbIX OAHHbIX, aHanM3 MOTEHUManbHOro BO3AEUCTBUSA MNAHUPYEMbIX
n3MeHeHWn Ha obecnevyeHve Ge30MacCHOCTU MEPCOHamNbHbIX [AaHHbIX, a Takke [OOKYMEHTMpPOBaHME 3TUX
N3MEHEHNI.

9. Bbibop mep no obecnedeHnto 6e30nNacHOCTM MepcoHanbHbIX AaHHbIX, Mognexawmx peanusauum B
MHOPMALIMOHHOW CUCTEME B paMKax CUCTEMbI 3aLUUTbl MEPCOHANbHbIX AaHHbIX, BKITOYaET:

onpegeneHne 6GasoBoro Habopa mep no obecneyeHuto 6e30MacHOCTM MEePCOHanbHbIX AaHHbIX 4N
YCTaAHOBMEHHOMO YPOBHS 3aLLMULLIEHHOCTM NEPCOHAsbHbLIX AaHHbIX B COOTBETCTBUM C_Ba3oBbiMM Habopamu mep
no obecneyeHunto 6e30MacHOCTM NEepPCOHanbHbIX AaHHbIX, MNPUBEAEHHbIMU B K HacTosdLemy
OOKYMEHTY;

apanTtauuio 6asoBoro Habopa mep no obecnedeHnto 6e30NacHOCTM MEepPCOHasbHbIX AaHHbIX C Yy4ETOM
CTPYKTYPHO-(DYHKLMOHANNBHBIX XapakTEPUCTUK MHAOPMALIMOHHON CUCTEMBbI, UHOPMALMOHHbBIX TEXHOJOMN,
ocobeHHocTeNn (OYHKLUMOHNPOBAHUSA MHAOPMALMOHHOM CUCTEMbI (B TOM 4uMCre WUCKoYeHne wu3 6a3oBoro
Habopa Mep, HENoOCpPeACTBEHHO CBSA3@HHbIX C WH(OPMALMOHHBIMU TEXHOSOTUAMW, HE MWCMONb3yeMbiMU B
WH(OPMALIMOHHON CUCTEME, UMK CTPYKTYPHO-(PYHKLMOHANBbHBIMU  XapakTepuCTUKaMu, He CBOWCTBEHHbIMU
WHOPMALIMOHHON CUCTEME);

yTOYHEHWE afjanTupoBaHHOro 6asoBoro Habopa mep Mo obecneyeHuto Ge30MacHOCTU MEepPCOHanbHbIX
OaHHbIX C y4eTOM He BbIOpaHHbIX paHee Mep, MpPUBEAEHHbIX Bmk HacToseMy [OOKYMEHTY, B
pesynbTate 4ero oOnpegenstoTcd Mepbl No obecneyeHno 6Ge30nacHOCTM  MEPCOHANbHbIX  AaHHbIX,
HanpaBrieHHblE Ha HeWTpanu3auuio BCEX akTyanbHbiIX yrpo3 6e30MacHOCTM MEepCOHanbHbIX OaHHbIX AN
KOHKpPETHOW MH(POPMaLMOHHOW CUCTEMBI;

OOMOSIHEHME YTOYHEHHOrO afanTMpoBaHHOro Gas3oBoro Habopa Mep no obecneyeHuto GesonacHOCTU
nepcoHarnbHbIX AaHHbIX Mepamu, obecneyvvBaloMMN BbINONIHEHME TPebOBaHUM K 3aluTe MNepCOoHasbHbIX
OaHHbIX, YCTAHOBMNEHHBIMW MHBIMY HOPMAaTVBHBIMU NPaBOBbLIMY akTaMu B obnactu obecnedeHusa BesonacHocTu
nepcoHanbHbIX AaHHbIX U 3awwmTbl MHpOpMaumn.

10. lMpn HEBO3MOXHOCTN TEXHUYECKOW peanu3auum OTAeNbHbIX BbIBpaHHbIX Mep Mo obecneveHunto
©e30nacHOCTU MNepCoHanbHbIX AaHHbIX, @ Takke C y4eTOM 3KOHOMWUYECKOW LernecoobpasHoCTM Ha aTanax
apgantauum 6as3oBoro Habopa Mep M (MnNKM) YTOYHEHUS aganTMpoBaHHoOro 6asoBoro Habopa Mep MoryT
pa3pabaTtbiBaTbCsl MHbIE (KOMMEHCMPYIOLLME) Mepbl, HanpaBfieHHble HAa HeWTpanu3auuto akTyarnbHbIX Yrpo3
6e3onacHOCTV NepcoHarbHbIX aHHbIX.

B aTom cniyyae B xoge pa3paboTku cucTembl 3aLLMTbl MEPCOHANbHbBIX AaHHbIX AOMKHO ObiTb MPOBEAEHO
060CHOBaHME NPUMEHEHUS KOMMEHCUPYIOLLMX Mep ans obecneyveHns 6€30nacHOCTU NEePCOHanNbHbIX AaHHbIX.

11. B cnyyae onpegeneHuss B COOTBETCTBUM C TpeboBaHWAMWU K 3aliuTe NepCcoHanbHbIX MpU KX
obpaboTke B WMHGOPMALMOHHBIX CUCTEMAX MEPCOHANbHbLIX [AaHHbIX, YTBEPXOEHHLIMW MOCTAHOBIIEHVEM
MpaeutenbctBa Poccuiickon ®egepaumm oT 1 HoAbpsa 2012 r. N 1119, B KayecTBe akTyasnbHbIX Yrpo3
6e3onacHOCTM NepcoHanbHbIX AaHHbIX 1-r0 U 2-r0 TUMNOB AOMOMHUTENIBHO K MepaMm no obecneyeHuto
6e3onacHOCTW NepcoHarnbHbIX AaHHbIX, YKa3aHHbIM BmuHaCTOHU.Lero OOKYMEeHTa, MOryT NpUMEHATbCS
cnegylowmne mepsbl:

npoBepka CUCTEMHOIO U (MNnn) NPUKNAAHOro NPOrpaMMHoOro obecneyeHus, BKOYasi NPOrpamMMHbIA KOf,
Ha OTCYTCTBUE HeAeKnapupOBaHHbIX BO3MOXHOCTEN C MCNONb30BaHNEM aBTOMAaTU3MPOBaHHbLIX CPEACTB U (UNn)
6e3 ncnonb3oBaHUs TaKoBbIX;

TeCTUpOBaHVe MHPOPMALIMOHHOW CUCTEMbI HA MPOHUKHOBEHUS;

UCMOMb30BaHNEe B WH(OPMALUOHHON CUCTEME CUCTEMHOrO W (UNKU) MNPUKNAgHOro MpPOrpaMMHOro
obecne4veHusi, pa3paboTaHHOro C UCNOSb30BaHNEM METOLOB 3aLLMLLEHHOrO NPOrpamMM1MpPOBaHKS.
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12. Mpu wncnonb3oBaHUM B MHAOPMALMOHHBLIX CUCTEMAx CepTUUUMPOBAHHBLIX MO TpeboBaHWSM
6e3onacHoCTV MHpOpMaLUK CPeACTB 3aWwmnTbl HGPOPMaLK:

a) Anst obecneyeHms 1 1 2 ypoBHeW 3aLLMLLEHHOCTU NEPCOHANbHbIX AAHHbBIX MPUMEHSOTCS:

CpeacTBa BbIYUCIINTENBHON TEXHUKN HE HXKe 5 knacca;

CUCTEMbI OBHapY>KEeHWS BTOPXKEHUI 1 CPeACcTBa aHTUBUPYCHOW 3alUMTbl HE HUKe 4 Kracca;

MeXceTeBble 9KpaHbl HEe HWXe 3 Kracca B Crydvae akTyanbHOCTW yrpo3 1-ro unu 2-ro TUMNoB wnu
B3aMMOAENCTBUS  UMH(OPMALMOHHOMW CUCTEMbI C  MH(OPMALUOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMMU
MEeXOYyHapO4HOrO MHopMaUMOHHOrO obMeHa W MeXCeTeBble 3KpaHbl He HwkKe 4 kracca B crydae
aKTyanbHOCTM yrpo3 3-r0 Tuma W OTCYTCTBMS  B3aMMOLEWCTBMS  MH(OPMAUMOHHOW  CUCTEMBbI C
NHOPMALMOHHO-TENEKOMMYHUKALUOHHBIMW CETAMU MEXOYHapO4HOro MHPOPMaLMOHHOIO 06MeHa;

0) ons obecneveHnsa 3 ypoBHS 3aLLULLEHHOCTU NEPCOHANbHbIX aHHbIX MPUMEHSIOTCS:

CpeAcTBa BbIYUCNNTENBHON TEXHUKN HE HXe 5 knacca;

CUCTEMbI OOHapYXXeHWs BTOPXKEHUI U CPEACTBa aHTMBMPYCHOMN 3alUuMThbl He HWxke 4 knacca 3awuTtbl B
crlyyae akTyanlbHOCTM Yrpo3 2-ro  Tuvna WnuM  B3aMMOAEWCTBUS  MHAOPMALMOHHOMW  CUCTEMBbI  C
NMHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETSIMU MEXAYHapOAHOro MHPOPMaLMOHHOrO O6MeHa 1 cUcTeMB
OBHapyXeHUs BTOPXEHWA U CPeAcTBa aHTUMBMPYCHOW 3aluMTbl He Hmxe 5 knacca 3awuTtbl B chnydvae
aKkTyanbHOCTM yrpo3 3-r0 Tuma W OTCYTCTBMS  B3aMMOAENCTBMS  MH(OPMAaUMOHHOW  CUCTEMBbI C
NHOPMALMOHHO-TENEKOMMYHUKaLMOHHBLIMW CETAMU MEXOYHapO4HOro MHPOPMaLMOHHOrO 0bMeHa;

MeXceTeBble 3KpaHbl He HUXKe 3 Knacca B Cryvyae akTyanbHOCTW Yrpo3 2-ro Tuna unu B3auMOAENCTBUSA
WHOPMALIMOHHOW  CUCTEMBbI  C  MHOPMAaLMOHHO-TENEKOMMYHMKALMOHHBIMU  CETAMU  MEXAYHAPOAHOro
MHOPMaLMOHHOrO obMeHa U MexXceTeBbIE IKpaHbl HE HXKE 4 Krnacca B criyyae akTyanbHOCTM yrpo3 3-ro Tuna
N OTCYTCTBMS B3aUMOAEWCTBUSA WMHAOPMALMOHHON CUCTEMBbI C MH(OPMaLNOHHO-TENEKOMMYHMKALMOHHBIMM
ceTAMM MexXayHapogHOro MHPOPMaLMOHHOro obmeHa;

B) Ans obecneyeHnst 4 ypoBHSA 3aLLULLLEHHOCTU NEPCOHAsbHbIX AaHHbLIX NPUMEHSAOTCA:

CpeAcTBa BbIMUCNNTENBHON TEXHUKN HE HXE 6 Knacca;

CUCTEMbI OOHAPYXXEHWA BTOPXKEHUI 1 CPeAcTBa aHTUBUPYCHOW 3alLUMTbl He Hke 5 knacca;

MeXceTeBble 3KpaHbl 5 Kracca.

[nsa obecneveHuns 1 n 2 ypoBHEN 3aLLMLLEHHOCTN NEPCOHANbHbIX OAHHbIX, @ Takke Ans obecneveHus 3
YPOBHS 3aLLMLLEHHOCTU NEPCOHANbHbIX AaHHbIX B UHPOPMALMOHHBIX CUCTEMAX, ANA KOTOPbIX K akTyanbHbIM
OTHECEHbI Yrposbl 2-ro Tuna, NPUMEHSIOTCA CpeacTBa 3aluMTbl MH(OopMauun, nporpammHoe obecneyeHve
KOTOpPbIX MPOLUMO MNPOBEPKY HEe Hwke 4YeM No 4 yYpOBHIO KOHTPOMsS OTCYTCTBMS HeAeKnapupOBaHHbIX
BO3MOXHOCTEN.

13. Mpun ucnonb3oBaHMM B WHMPOPMALMOHHBIX CUCTEMAX HOBbLIX WH(OPMAUMOHHBIX TEXHOMOrMnM un
BbISIBITIEHUW OOMOMHUTENbHbIX Yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHbIX, ANS KOTOPbIX HE onpegeneHsb
Mepbl obecneyeHms nx 6e3onacHOCT, OOMKHbI pa3pabaTbiBaTbCA KOMMNEHCMPYIOLWME MEPbl B COOTBETCTBUN C
m HacTOosILLLEro AOKYMeHTa.

MpunoxeHune

k CocTaBy 1 cogepxaHuio
OpraHM3auUMOHHbIX N TEXHNYECKNX
mep no obecneyeHmnio 6esonacHoOCTH
nepcoHanbHbIX aHHbIX NPU UX
o6paboTke B MHPOPMALIMOHHBIX
cMcCTeMax NepcoHarnbHbIX AaHHbIX

COCTAB 1 COOEPXAHNE
MEP 10O OBECNEYEHWNIO BE3OMNACHOCTW NEPCOHAJbHbLIX JAHHbIX,
HEOBXOOMMbIX AJ1A OBECMNEYEHUNA KAXOOIo N3 YPOBHEN
SAWLNLEHHOCTW NEPCOHAIBbHbBIX OAHHBLIX

YcnosHoe CopepxaHne mep no obecneveHmto 6e3onacHoCTH YPOBHM 3aLUULLIEHHOCTH
o6o3HayeHue u nepcoHarnbHbIX AaHHbIX nepcoHarnbHbIX AaHHbIX
HoMep Mepbl

4 3 2 1
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|. MopeHTudmkaums n ayteHTumkauma cydbekToB goctyna u obbektos goctyna (MADP)

NAD.1

VpoeHTudukauma wn  ayTeHTUdMKaums nonb3oBaTenen,
ABnsaLWMXCca paboTHMKaMuK onepartopa

+

+

+ +

NAD.2

VaoeHTudukauma n ayteHTUdumkauma ycTpoucTs, B TOM
ymcre CTaumMoHapHbIX, MOBUITbHBIX N MOPTATUBHbIX

NA®.3

YHpaBneHMe VI/J,eHTI/I(bVIKaTOpaMVI, B TOM 4ucne co3gaHue,
npuceBoeHne, yHU4TOoXXeHune I/ID,eHTl/ICbVIKaTOpOB

NAD.4

YnpaeneHve cpeacTBamun ayTeHTUdUKaLMU, B TOM 4ucne
XpaHeHWe, Bbldaya, MWHUALMaNM3auus, GnokupoBaHue
CPeACTB ayTeHTUMMKaALUMM U MpUHATUE Mep B Cryyae
yTpaThl 1 (MNK) KOMNPOMETAaLWUM CPEACTB ayTeHTUDUKALIUM

NAD.5

3awmta obpaTHON CBA3M NpU BBOAE ayTEHTU(UKALMOHHOM
MHdopMaLnn

NAD.6

VaeHTndukauma n ayteHTudukaumsa nonb3oBaTtenen, He
ABNAIOLMXCA paboTHNKaMu oneparopa (BHELIHMX
nonb3oBaTenen)

. YnpaeneHue JocTyrnom cybbekToB gocTyna k oobektam goctyna (YNa)

yna.1

YnpaBneHue (3aBefeHue, akTMBauus, OnokvposaHue u
YHUUYTOXEHNE) YHETHBIMU 3anNnCAMU NMonb3oBaTenen, B ToM
yucne BHeLLHUX norb3oBaTenen

+

+

ynp.2

Peanusauna HeobxoguMMbix MeTOOO0B (OUCKPELMOHHBIN,
MaHOaTHbIA, PONIEBON UMM MHOW METOA), TUMOB (YTeHue,
3anucb, BbINOMHEHNE WAWM  WMHOW  Tun) W NpaBun
pasrpaHuyeHuns gocrtyna

yna.3

Ynpaenexnve (cunbTpauus, MapLupyTu3aums, KOHTPOIb
COeQVHEHUN, OfHOHanpaBneHHas nepegaya W WHble
cnocobbl  ynpaeneHusl) MHAOPMALMOHHLIMA  MOTOKaMu
MeXay YCTponcTBamu, cerMeHTamu WHGOpPMaLMOHHON
CUCTEMBbI, a TaKke Mexay UHPOPMaLMOHHBIMK CUCTEMaMMU

yrpaj.4

PaspgeneHne nonHomouni  (ponen)  nonb3oBaTenen,
aAMWHUCTPAaTOpPOB " nuu, obecneynBatoLLNX
dYHKUNOHMPOBaHNE NHPOPMALIMOHHOW CUCTEMBI

yra.s5

HasHayeHne MUHMManbHO HeoOXoAMMbIX MpaB U
npvBWMErMn Nonb3oBaTensM, agMMHUCTPaTopaM 1 nuuam,
obecneunBaWUM PYHKUMOHMPOBaAHME MHAOPMaLNOHHOM
CUCTEMBbI

yrpa.e

OrpaHuyeHne  HeycrelwHbIX  MOMNbITOK BXoda B
MHOPMaLMOHHYIO cucTemy (goctyna K MHGpOpMaUMOHHON
cucTeme)

yna.7

MpenynpexaeHne none3oBaTens npu ero BXxoAe B
NHMOPMALIMOHHYIO cuctemy o] TOM, yTO B
WH(pOpMaLMOHHON cUCTemMe peanu3oBaHbl Mepbl MO
obecneyeHno 6e3o0nacHOCTN NePCOHanbHbIX AaHHbIX, U O
HeobxoanMocTH cobnioaeHuns YCTaHOBMNEHHbIX
onepaTopoM npasur 06paboTkM NepcoHanbHbIX aHHbIX
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yrnpa.8

OnoBelleHne nonb3oBaTtend nocre ycnewHoro Bxoga B
MH(*)OpMaLI,I/IOHHyI'O cuctemMmy 0 ero npegbigyuiemMm Bxone B
VIH(*)OpMaLI,I/IOHHyPO cucremy

yrna.o

OrpaHuyeHre ymcna napannesnbHbiX CeaHCOB AOCTyna Ans
KaXkOoW y4eTHOWM 3anucy nonb3oBatenst UH(popMaLnoHHON
CUCTEMBI

yra.10

BbrnoknpoBaHue ceaHca poctyna B MHPOPMALMOHHYHO
CMUCTEMY MOCre YCTaHOBMEHHOr0O BpPeMeHU 6Ge3nencTBus
(HeakTMBHOCTW) NOMNb30BATENS UIN MO ero 3anpocy

yrng.11

PaspelwweHne  (3anpeTt) OencTBUM  nonb3oBaTenen,
paspeLUeHHbIX 40 UAeHTUdMKaLnmM n ayteHTudmkaumm

yrnp.12

Mopoepxka wn coxpaHeHue aTpubyToB ©e3onacHOCTU
(meTok BesonacHoCcTW), CBs3aHHbLIX C WHGOpMauven B
npouecce ee xpaHeHusi 1 06paboTkM

yrna.13

Peanusauns  3awwmweHHoro  yganeHHoro gocTyna
cybbekToB goctyna Kk obbektam AocTyna 4vepes BHELUHWe
NHOPMALMOHHO-TENEKOMMYHUKALMOHHbIE CETH

yrna.14

PernameHTauMﬂ n KOHTPOI1b MCNonb30BaHUA B
MHOPMALMOHHOW cuUcTeMe TexHonormn 6ecnpoBogHOro
gocTyna

yrnp.15

PernameHTaumss 1 KOHTPOfb  WCMNOMb30BaHMA B
WH(POPMALIMOHHON  CUCTEME  MOOWUMBHBIX  TEXHUYECKUX
cpencTs

yrp.16

YnpaBsneHve B3auMOAENCTBUEM C  MHAOPMALNOHHLIMU
cucTtemamu CTOPOHHUX opraHusauum (BHELWHWE
WHOPMALIMOHHBbIE CUCTEMBI)

ynp.7z

ObecneveHne AO0BEepeHHoM 3arpyskm cpeacTs
BbIYUCINUTENBHON TEXHUKN

[ll. OrpaHnyeHne nporpammHon cpegbl (ONC)

OriC.1

YnpaeneHve 3anyckoM (oGpalleHusiMM)  KOMIMOHEHTOB
nporpaMmMHoro obecrneyeHusi, B TOM 4ucrie onpegerneHne
3anyckaeMblXx KOMMOHEHTOB, HacTpoWka napameTpoB
3anycka  KOMMOHEHTOB,  KOHTpPONb  3a 3arnycKkom
KOMMOHEHTOB NpPorpamMmmHoro obecneyeHus

onc.z

YnpaBneHue yCTaHOBKOW (MHCTanmnsuuen) KOMMOHEHTOB
nporpammHoro obecneveHns, B TOM 4ucne onpeaeneHue
KOMMOHEHTOB, MnoAnexawmx YCTaHOBKe, HacTpoWka
napamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOfb  3a
YCTaHOBKOW KOMMOHEHTOB NpOrpaMMHOro obecrneyeHums

onc.3

YcTaHOBKa (MHCTannAuMs) TOMbKO paspeLleHHoro K
MCMonb30BaHMI0 NporpaMMHoro obecneyexHuss u (unu) ero
KOMMOHEHTOB

oric.4

YnpasneHvue BpeMeHHbIMK hbannamm, B TOM Yucrne 3anper,
paspelleHne, nepeHanpasneHne 3anucu, yaaneHue
BpeMEHHbIX hannos

KoHncynbtanTtlnioc
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IV. 3awmta MaLlMHHbIX HOCUTENen NepcoHanbHbIX AaHHbIX (3HN)

3HN.1

Y4yeT MalLMHHbIX HOCUTENEN nepcoHaribHbIX AaHHbIX

3HWN.2

YHpaBneHMe O0CTynom K MaLWNHHbBIM HOCUTENAM
nepcoHaribHbIX OaHHbIX

3HN.3

KOHTpOJ‘Ib nepemMeLleHna MaLUNHHbIX HocuTenen
nepcoHarbHbIX AOaHHbIX 3a npeaernbl KOHTpOJ'Il/IpyeMOIZ
30HbI

3HN.4

WcknioyeHue BO3MOXXHOCTM HeCaHKLMOHNPOBaHHOIO
03HAKOMIEHUSI C COAEPXXaHUEM MEepPCOHAaNbHbLIX AaHHbIX,
XpaHSLMXCA Ha  MalWHHBbIX ~ HOCUTensx, W (unu)
MCNoNb30BaHUsi HOCUTENEN NepCoHanbHbIX AaHHBIX B UHbIX
NHOPMALIMOHHbBIX CUCTEMAX

3HN.5

KoHTporb ncnonb3oBaHus MHTepdelicoB BBoda (BbiBOAa)
MHOPMaLMN Ha MalUMHHbIE HOCWUTENM MEePCOHanbHbIX
AaHHbIX

3HWN.6

KoHTporb BBOAa (BblBOAA) MHGOPMaLMM Ha MalUVHHbIE
HOCMTEnNM NepcoHarnbHbIX OaHHbIX

3HN.7

KOHTpOﬂb noAKI4YeHna MaLUNHHbIX HocuTenen
nepcoHaribHbIX OaHHbIX

3HWN.8

YHU4YTOXKEHNE (cTupaHune) unm ob6esnuunBaHve
nepcoHanbHbIX AaHHbIX HA MALUMHHBIX HOCUTENAX Mpu KX
nepegade Mexagy nonb3oBatensMu, B  CTOPOHHUE
opraHuMsaumMm Ang pemMoHTa Wnu yTunusauum, a TaKke
KOHTPOIb YHUYTOXEHUS (CTUPaHMNA) unm obesnmyunBaHms

V. Pernctpauus cobbitnii 6esonacHoctn (PCB)

PCB.1

OnpepneneHne cobbiTuiA  Ge3onacHoOCTW, noanexalinx
perucTpaumm, U CPOKOB UX XpaHEeHUs

PCB.2

OnpepeneHve coctaBa M codepxaHust UHdopMauunm o
coGbITUsAX Ge30nacHOCTH, NoAnexaLlmx peructTpaumm

PCB.3

C6op, 3anucb M XxpaHeHne wuHdopmauum o CcobbITUSX
6e30nacHOCTM B TeYeHMEe YCTaHOBIIEHHOrO BPEMEHU
XpaHeHus

PCB.4

PearnpoBaHne Ha cbow npu peructpaumm cobbITMI
6e30nacHoOCTX, B TOM Ynce annapaTHble U NporpaMMHble
ownbkn, cbon B MexaHuamax cbopa wuHdopmaumm wu
OOCTXEHWe npedena wnu  nepenonHeHnss obbema
(emkocTW) NamsTu

PCB.5

MoHuTOopUHr (npocmoTp, aHanua) pesynbTaTtoB
pervcTpaumm cobbiTuin 6e3onacHOCTM U pearnpoBaHMe Ha
HUX

PCB.6

reHepMDOBaHMe BPEeMEHHbIX METOK U (MJ'IM) CUHXPOHU3aUna
CUCTEMHOIo BpEMEHN B I/IH(bOpMaLI,VIOHHOIZ cucreme

PCB.7

3awmTa uHpopmaumm o cobbiTnax 6e3onacHoCTH

KoHncynbtanTtlnioc
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VI. AHTnBUpycHas 3awmTa (AB3)

AB3.1

Peanunsauunsa aHTUBUPYCHOW 3aLLnTbI

AB3.2

O6HoBneHne 6asbl OaHHbIX MPU3HAKOB BPeOOHOCHbLIX
KOMMbIOTEPHbIX MPOrpaMm (BUpYCcoB)

VII. O6HapyxeHue BTOpXeHUn (COB)

COB.1

O6HapyXeHne BTOpXXeHUIM

COB.2

O6HoBneHne 6a3sbl pellaLwmx npaeun

VIII. KoHTpornb (aHanu3) 3awuieHHoCT nepcoHarnbHbiX AaHHbIX (AH3)

AHS.1

BbisiBneHne, aHanuM3 ysa3BuMMOCTEM UHAOPMAaLMOHHON
CUCTEMBI N OonepaTUBHOE yCTpaHEeHWEe BHOBb BbISIBMEHHbIX
YS13BUMOCTEN

AH3.2

KoHTponb  ycTaHOBKM  OBHOBREHMN nporpaMmmHoro
obecneyeHns, BKM4Yas  OBHOBMEHWE  MPOrPaMMHOrO
obecneveHns cpeacTs 3aWwnTbl MHGQOpMaLUnm

AH3.3

KoHTponb paboTocnocobHOCTH, NapaMeTpoB HACTPOMKN U
npasuibHOCTU PYHKLMOHNPOBAHUSA nporpaMmmHoro
obecneyeHns 1 cpeacTs 3awnTbl MHGPOPMaLIMK

AH3.4

KoHTposnb cocTaBa TEXHMYECKUX CpencTB, MporpaMMHOro
obecneyeHns U cpeacTs 3aLmTbl MHOpPMaLMn

AH3.5

KoHTponb npaBun  reHepauuMm W CMeHbl  Maponen
nonb3oBaTenemn, 3aBefeHUs N yaaneHus y4eTHbIX 3anucen
nonb3oBaTtenen, peanusauMmM npasBui  pasrpaHUYeHus
Joctyna, NONHOMOYUI nonb3oBaTenemn B
MHOPMAaLIMOHHON cucTeme

IX. O6ecneveHune LenocTHOCTM MHAHOPMALMOHHOM CUCTEMBI M MepcoHan

bHbIX [

aHHbIX (OLJT)

OLYJ1.1

KoHTponb  UEenocTHOCTM nporpaMMHOro  obecneveHus,
BKIHOYas nporpamMmHoe obecneyeHve cpeacTB 3awuThl
nHdopmaumm

oun.2

KoHTponb LLENOCTHOCTH nepcoHanbHbIX OaHHbIX,
cogepxawmxca B 0asax [gaHHbIX  MH(OPMALUMOHHOM
CUCTEMBbI

oun.3

Ob6ecneyeHne BO3MOXXHOCTU BOCCTaHOB/EHMS
nporpaMmMHoro  obecneyeHusi, BKMo4Yasi NporpamMmMHoe
obecrneyeHne CpeAacTB 3awmTbl  WHoOpMauuu, npu
BO3HUKHOBEHMWW HELITATHbLIX CUTYaLWiA

oun.4

OGHapyXeHne © pearMpoBaHue Ha TMOCTYyMfeHMe B
NHOPMALIMOHHYHO cuctemy HesanpawmBaeMmbix
ANEKTPOHHbIX COOBLEeHnA (NUceMm, OAOKYMEHTOB) U MHOW
WHpopMaLMn, He OTHOCALIMXCA K (PYHKLMOHUPOBAHMUIO
WHOPMALIMOHHON CUCTEMBI (3aLLMTa OT cnama)

ouf15

KoHTponb cogepxaHus uMHdopmauun, nepegasaemoni U3
WHPOPMALIMOHHOM CUCTEMBI (KOHTENHEPHbIA, OCHOBAaHHbIN

KoHncynbtanTtlnioc
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Ha cBoncTBax obbekTa goctyna, M (UNKN) KOHTEHTHBIN,
OCHOBaHHbI Ha MOMCKEe 3anpelleHHONn K nepegade
MHdOpMaLMK C UCMONb30BaHNEM CUTHATYP, MACOK U WUHbIX
METOAOB), W WCKMOYEHME HENpaBOMEPHOW nepefayun
MHdopMaLmMn N3 HPOPMaLMOHHON CUCTEMBI

oLn.6

OrpaHuyeHne npaeB  Mornb3oBaTesnen no BBOOY
MHpopMaLMKN B MHDOPMALIMOHHYHO CUCTEMY

oun.z

KOHTpOJ‘Ib TOYHOCTW, MOJNHOTbI U NMPaBUITbHOCTU [OaHHbIX,
BBOAMMbBIX B I/IH(bOpMaLI,VIOHHyIO cucremy

ouf1.8

KoHTponb owmnBo4YHbIX 4ENCTBUIA NONb30oBaTENEN No BBOAY
n (unuv) nepegjade  nepcoHasnbHbiX  AaHHbIX WU
npegynpexgeHve  nonb3oBatenen 06  oWMOOYHBIX
JEeNCTBUSX

X. ObecneyeHne AOCTYNHOCTW NepPCoHarnbHbIX AaHHbIX (OOT)

oAT.1

Mcnonb3oBaHue OTKa30yCTOI7I‘~II/IBbIX TEXHNYEeCKNX cpeacTts

OAaT.2

PesepBrpoBaHue TexHWYECKUX CpeacTs, MNporpammHoOro
obecneveHus, kaHanos nepegayn nHdOpPMauMu, cpeacTs
obecneyeHns  PYHKLUMOHUPOBAHMWS WHopMaLMOHHON
cuUcTeMbl

OAOT.3

KoHTporib 6e30TKa3HOro pyHKUMOHMPOBaHNUS TEXHUYECKMX
cpeactB, oOOHapykeHWe W fokanuMsauusi  OTKa3oB
(PYHKUMOHMPOBAHUS, MPUHSATAE MEP MO BOCCTAHOBMEHMIO
OTKa3aBLUNX CPEACTB U UX TECTUPOBAHMWE

O[T .4

Mepuoanyeckoe pes3epBHOE KOMUPOBAHWE MepCoHasbHbIX
OaHHbIX  Ha pe3epBHble MaLLWHHbIE HocuTenu
NepcoHanbHbIX AaHHbIX

OAT.5

ObecneyeHune BO3MOXHOCTU BOCCTaHOBIIEHUS
NepcoHanbHbIX OaHHbIX C  PE3EepPBHbIX  MaLUMHHbIX
HocuTenen nepcoHanbHbIX AaHHbIX (pe3epBHbIX KOMUi) B
TEeYEeHNe YCTaHOBINEHHOIO BPEMEHHOIO UHTEPBarna

XI. 3awmTa cpeabl BupTyanusauum (3CB)

3CB.1

MaoeHTndurkaumsa n ayTeHTMduKaumsi CyobekToB gocTyna u
0B6BLEKTOB AOCTyna B BUPTYyanbHOW MHPpaCcTpyKType, B TOM
yMcne  agMUHUCTPATOPOB  yMNpaBneHus  CpeacTBamu
BMpTyanusaumm

3CB.2

YnpaBneHue AOCTYNoM CyObekToB AOCTyna K oObekTtam
AocTyna B BMPTyanbHOW MHAPacTpyKkType, B TOM 4ucne
BHYTPW BMPTYyarnbHbIX MalnH

3CB.3

Peructpaumnss cobbitmii BGesonacHoCTM B BUPTyarbHON
NHMPACTPYKType

3CB.4

YnpaBneHvne (dunbTpauus, MapLpyTusaumsi, KOHTPOIb
coeduHeHus, OAHOHamnpaBfeHHass nepegada) noOTOKaMu
MHdoOpMaUMM  Mexgy  KOMMNOHEHTaMun  BUPTyarbHOW
NMHMPACTPYKTYPbI, @ Takke Nno nepumeTpy BUPTyarbHON

NHPPaCTPYKTYpbI
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3CB.5

[oBepeHHas  3arpy3ka  cepBepoB BUpTYanusaumm,
BUPTYyanbHOM MaLUVHbI (koHTenHepa), cepBepoB
yrnpaBneHus BUpTyanu3aumen

3CB.6

YnpaeneHve nepeMmelieHneM  BUPTyasbHbIX  MalUWH
(koHTENHepoB) 1 obpabaTbiBaeMbIX Ha HUX OaHHbIX

3CB.7

KoHTponb LienoCcTHOCTU BUPTYarbHOW WHMPaCTPYKTypbl U
ee KoHpurypauum

3CB.8

PesepBHOe KOnMupoBaHWE  [aHHbIX, pe3epBUpOBaHME
TEXHUYECKMX  CPEACTB, MNpoOrpaMMHoro  obecneyeHusi
BUPTYanbHON MHAPACTPYKTYPbl, @ Takke KaHarnoB CBs3U
BHYTPpY BUPTYarnbHOW MHPACTPYKTYpbI

3CB.9

Peanusauna n ynpaBneHne aHTUBMPYCHOW 3aliMTON B
BMPTyanbHON MHAPaCTpyKType

3CB.10

Pa3bueHne BupTyanbHOW MHAPACTPYKTYpbl Ha CErMeHThI
(cermeHTVpOBaHWE BUPTyanbHOW WHMPACTPYKTYpbl) ANS
obpaboTku nepcoHasnbHbIX OaHHbIX OTAENbHbIM
nonb3oBaTeneM 1 (Unun) rpynnomn nonb3osaTtenen

XII. 3awwmTta TexHmyecknx cpencts (3TC)

3TCA1

3awuta uHdopMaummn, obpabaTbiBaeMON TEXHUYECKMMU
cpeacTBamMu, OT ee YTeYKM Mo TEXHUYECKMM KaHanam

3TC.2

OpraHusaums KOHTPONMpYEMOW 30HbI, B Npeaenax KoTopoWn
MOCTOSIHHO pa3sMeLLaloTCs CTauMOHapHble TEXHUYeckue
cpeacTtBa, obpabartbiBalowme MHGOpMauno, U cpeacrtsa
3aWmnThl MHpopMaLMKN, a Takke cpeactBa obecnedeHus
OYHKLMOHMPOBAHUSA

3TC.3

KoHTponb u ynpasneHve U3NMYecKuM OOCTYNOM K
TEXHUYECKNM cpeacTeam, cpeacTeam 3awmThl
nHdopmaumu, cpeacteam obecneyeHus
bYHKLMOHMPOBaHMS, a Takke B NMOMELLEHNS 1 COOPYXEHWS,
B KOTOpbIX OHMU YCTaHOBIEHB, UcKnovaroLme
HEeCaHKUMOHUPOBAaHHbIN pr3n4ecknii 4OCTYyN K CpeacTBam
0obpaboTku MHpopmaumn, cpeacTBam 3aLnThI
nHdopmaumm n cpeactesam obecneyeHus
PYHKLUMOHMPOBAHUA  UH(OPMALMOHHOW  CUCTEMBbI, B
NOMELLEHMS U COOPYXKEHMS, B KOTOPbIX OHW YCTaHOBIEHbI

3TC.4

PasmelleHne  ycTponcTs BbIBOAA (oToBpaxeHns)
NHOPMaUMK, UCKMYalLWwee ee HeCaHKLMOHMPOBaHHLIN
NpocMoTp

3TC.5

3awmrta OT BHEWHMX BO3AEWCTBMMA  (BO3AEWNCTBUM
OKpyXatoLen cpeabl, HecTabunbHOCTH
3NEKTPOCHaABXEHNS!, KOHAMLNOHMPOBAHNST U UHBIX BHELUHMX
aKkTopoB)

XIll. 3awmTa nHhopMaLNOHHOM CUCTEMBI, €€ CPEACTB,
CUCTEM CBA3U M Nepefaym gaHHbix (3UC)

3nC.1

PasgeneHne B MHMOpPMaLMOHHON cucTeMe YHKUMIA Mo
ynpaBneHuio  (agMMHUCTPUPOBAHUIO)  MHOPMaLNOHHON
CUCTEMOW, ynNpaBneHutio (agMUHUCTPUPOBAHMUIO) CUCTEMOM
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3alUMThl NepCoHanbHbIX AaHHbIX, PyHKUMA no obpaboTke
nepcoHarnbHbIX AaHHbIX " WHbIX yHKUNIA
MHOPMaLMOHHON CUCTEMBI

3nC.2

MpepoTBpaLleHne 3a0epXKKM unm npepbiBaHNS
BbIMONTHEHNS MPOLIECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KUM NMPUOPUTETOM

31C.3

ObecneyeHne 3aWMTbl  MNEpCOHanbHbIX  AaHHbIX  OT
packpbITus, MoanMKaLuumn 1 HaBa3biBaHUS (BBOAA NTOXHON
WHpopmaLmn) npu ee nepefade (NoarotToBke K nepenade)
Mo KaHamam CBSi3W, MMEWLMM BbIXO4 3a npeaens
KOHTPONMPYEMOWN 30Hbl, B TOM u4ucrie 6ecnpoBOAHbIM
KaHanam CBsi3u

3nC.4

ObGecneveHve [OBepeHHbIX KaHama, mapwpyTta Mexay
agmuvHUCTpaTopoM, fonb3oBaTenem UM CpeacTBamu
3aWmTbl UHopmaumm (PyHKUuAMN 6e30nacHOCTM CPeacTB
3alWmnTbl MHdOopMaLK)

31C.5

3anpeT HeCaHKUMOHMPOBAHHOW yOaneHHOW akTuBaumu
Buaeokamep, MUKPOPOHOB U UHbIX  NEepUPEPUNHBLIX
YCTPOMNCTB, KOTOPblE MOryT akTUBMPOBATbCA YAANeHHO, U
onoBelleHne nonb3oBaTenen 06  akTMBauuMM  Takux
YCTPONCTB

31C.6

Mepemgava wu KOHTPOMb  LUEeNocTHoctu  aTtpubyToB
6e3onacHocTM (MeTok 6e3onacHOCTU), CBA3a@HHbLIX C
nepcoHanbHbIMWM [aHHbIMU, NpY OGMEHE VMW C  WHbIMK
MHPOPMAaLMOHHBIMU CUCTEMAMM

3nC.7

KoHTponb  CaHKLMOHMPOBAHHOIO 7 UCKIoYeHNe
HECaHKLUMOHNPOBAHHOTO  WUCMOMNb30BaHUA  TEXHOMOTUN
MOGWNBHOTO KOAA, B TOM YWUCHE perncTpauusi cobbiTuid,
CBSI3@HHbIX C MCMOMb30BAHUEM TEXHOMNOMMNA MOGUMBHOTO
koda, WX aHanuM3 W pearMpoBaHWe Ha HapylleHus,
CBSI3aHHbIE C WCMOSIb30BaHWEM TEXHOMOMUiA MOGUMBHOTO
koaa

31C.8

KOHTpOJ‘Ib CaHKUMOHNpOBaHHOIo n NCKIo4YeHne
HeCaHKUMOHMPOBAHHOIO MCnoJib30BaHUA TexXHonormm
nepegayn pedym, B TOM 4ucne perncrpauma cobbiTun,
CBSI3aHHbLIX C MCMONb30BaHMEM TEXHOMNOMNN nepegayu
peyn, ux aHanm3 ”n pearmpoBaHune Ha HapyLweHud,
CBsI3@aHHbIE C NCNOSIb30BaHNEM TEXHOSOIMI nepenayun peyun

31nC.9

KoHTponb CaHKLMOHNPOBAHHOM 7] WCKNIOYeHne
HecaHKUMOHNPOBAHHOW nepefayn BuAeOuHdopMauun, B
TOM u4ucCne perncTpaumsi  CobbITUA, CBSI3@HHbIX C
nepenayen BuaeouHdgopmaumu, nx aHanus 7]
pearMpoBaHWE Ha HapyLlleHUsi, CBA3aHHble C nepegadven
BMaeonHdgopmaumum

31C.10

MNoaTBepxaeHne npoucxoxaeHus UCTOYHUKA
nHdopmaumm, nony4aemMon B Mpouecce onpeaeneHus
CeTeBbIX aApeCcoB MO CeTEBLIM UMEHaM UNN onpeaeneHns
ceTeBblX UMEH MO CeTeBbIM agpecamM

3nC.11

ObecnevyeHne nNoANUHHOCTU ceTeBbIX coenHeHun
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cucTemax...

(ceaHcoB B3aMoOaenCcTBUS), B TOM Yncne Ansd 3awutbl OT
NnogMeHbl CETEBbIX YCTPOWUCTB U CEPBUCOB

3nC.12 MckrnoyeHne BO3MOXHOCTU OTpULAHMS MOfb3oBaTenem
akTa OTNpPaBKM  MEPCOHAmNbHbIX  OaHHbIX  APYromy
nonb3oBartento

3nC.13 MckrnoyeHne BO3MOXHOCTM OTpULAHMS MOfb3oBaTenem
akTa nonyyvyeHus nepcoHarnbHbIX [aHHbIX OT ApYyroro
nonb3oBaTens

3nC.14 VMcnonb3oBaHve yCTPONUCTB TepMUHAarbHOro AocTyna Arnis
06paboTkn NnepcoHanbHbIX AaHHbIX

3nC.15 3awmrta apxuBHbIX pannoB, MnapamMeTpoB HACTPOWKM + +
CPeAcTB  3awuTbl  WMHOpMauMM U NPOrpamMMHOro
obecneyeHnss M MHbIX [JaHHbIX, He nognexalmx
M3MEHEHUIO B nMpouecce 00paboTkn  nepcoHanbHbIX
OaHHbIX

3NC.16 BoisBneHue, aHanu3 n 6nokuposaHve B MHHPOPMaLMOHHON
CUCTEME CKPbITbIX KaHanoB nepefadn wHdopMauum B
00x04 peanu3oBaHHbIX MEp UM BHYTPU paspeLleHHbIX
CETEeBbIX MPOTOKOSIOB

3nc.17 Pa3bveHne WHGpOPMALMOHHON CUCTEMbI HA CErMEHThI + +
(cermeHTMpOBaHWe  UH(OPMALIMOHHON cuctembl)
obecneveHne 3aLUMThI nepMmMeTpoB CErMEeHTOB
WHOPMALIMOHHON CUCTEMBI

3nC.18 ObecneyeHne 3arpyskm M MUCMOMHEHUA NPOrpamMMHOro
obecneyeHnss C MAaLUMHHBIX HOCUTENEN MepCcoHarnbHbIX
OaHHbIX, AOCTYMHbIX TOMBbKO ANS YTEHMS, M KOHTPOIb
LLeNTOCTHOCTM JaHHOro NporpaMMHoro obecneveHus

3nC.19 Usonaumss  npoueccoB  (BbIMONIHEHME  MporpaMMm) B
BblOeNIeHHON 06nacTy namsitT

31C.20 3awmrta OGecnpoBOAHbLIX COEAWHEHUN, MNPUMEHSIEMbIX B + + +
WHOPMaLIMOHHON cucTeme

XIV. BbisBneHne nHUMaeHToB u pearmpoBaHue Ha Hux (MHLL)

MHLL.1 OnpepneneHne nuu, OTBETCTBEHHLIX 3a  BbISIBIIEHME + +
WHLUMOEHTOB U pearnpoBaHme Ha HUX

MHL.2 OGHapyxeHue, naeHTurkauus " peructpauus + +
WHUMOEHTOB

MHLU.3 CBoeBpeMeHHOEe MHOPMUPOBAHME NUL, OTBETCTBEHHbIX + +
3a BbISIBfieHWE WHUWOEHTOB U pearnpoBaHWEe Ha HUX, O
BO3HWKHOBEHWUW MHUNOEHTOB B UHOOPMALIMOHHOW CUCTEME
nonb3oBaTensiMm U agMMHMCTpaTopamu

MHL .4 AHanu3 MHUMOEHTOB, B TOM u4ucre onpegeneHuve + +
WUCTOYHWKOB M MPUYUH BO3HWKHOBEHWUS WHUWOEHTOB, a
Takke OLeHKa NX NoCcrneacTBui
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WHLL.5

MpuHATME Mep NO yCTpaHEeHUo NOCNeACTBUIA MHLUMAEHTOB

VHLL.6

MnaHupoBaHue WU MPUHATME Mep NO NPEeAOTBPaLLEHUIO

NOBTOPHOIo BO3HUKHOBEHNA MHLUNOEHTOB

XV. YnpaBneHue k

(YK®)

OHd)VIpraLlMEVI I/IH(bOpMaLI,VIOHHOIZ CUCTEMbI N CUCTEMbBI 3aLlLnTbl NepCOHarbHbIX OaHHbIX

YK®.1

OnpeneneHne nuu, KOTOPbIM paspelleHbl OeWCTBUSE MO
BHECEHUIO U3MEHEHU B KOHUrypaumo nHpopmaunoHHon
CUCTEMbI Y CUCTEMbI 3aLUNTbLI MEPCOHAaNbHbBIX AaHHbIX

YK®.2

YnpaeneHue N3MEHEHUSAMU KOHoUrypaumm
MH(POPMALMOHHON  CUCTEMbI M CUCTEMbl  3aLLUUTI
NepCcoHarnbHbIX AaHHbIX

YK®.3

AHanm3 MOTEeHUManbHOro BO34EWCTBUS  MNaHMPYyEMbIX
NU3MeHeHNn B KOHUrypauum MHOpPMaLMoHHON CUCTEMBI U
CUCTEMbI 3alUThl MEPCOHarbHbIX AaHHbIX HA obecrneveHne
3alWWTbl  MepCoHanbHbIX  AaHHbIX M CorflacoBaHue
N3MEeHEeHWU B KOHUrypaumm nHopMaLMoHHON CUCTEMBI C
OOIDKHOCTHBIM NNLOM (PabOTHUKOM), OTBETCTBEHHbIM 33
obecneyeHre 6e30MacHOCTV NEPCOHANbHbIX AAHHbIX

YKo .4

[okymeHTnpoBaHue WHopmaLmm (BaHHbIX) 06
N3MEHEHNsIX B KOHUrypaumm nHopMaLMoHHON CUCTEMBI

N CUCTEMDI 3aLUNTbI NepCOoHalrbHbIX AaHHbIX

"+" - Mepa no obecrneyeHnto 6e3onacHOCT NepcoHarnbHbIX AaHHbIX BKMoYeHa B 6a30Bblii Habop Mep Ans

COOTBETCTBYIOLLENO
Mepbl no o

YPOBHSA 3alUMLLEHHOCTU NnepCOoHalrbHbIX OaHHbIX.

DecrneyeHnio 0e30MacHOCTU MNEPCOHarnbHbIX [OAHHbIX, He OO0O3Ha4YeHHble 3HaKom "+",
NpUMeHsItloTCs Npu agantauum 6a3oBoro Habopa Mep U YTOYHEHMM aganTupoBaHHoro 6asoBoro Habopa Mep, a
Takke npu paspaboTke KOMMNeHcupyoLwmux mep no obecneveHnto 6e30MacHOCTN NePCOHanbHbIX AaHHbIX.

KoHncynbtanTtlnioc

HageXxHasa npaBoBas nogaepxka

CtpaHvua 14 u3 14
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